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WHAT PROBLEMS DID WE 
HIT, SO YOU DON’T 
HAVE TO.
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About Serge
▪ Using Apache Spark since 

~2015
▪ At Databricks since 2019
▪ Created Databricks 

Terraform Provider
▪ Author of Databricks SDKs
▪ Driving Databricks Labs
▪ Years in cybersecurity and 

payments before that
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- OVERVIEW
- GROUP MIGRATION
- TABLE MIGRATION
- CODE MIGRATION
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GROUP
MIGRATION
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Configure on 
install

Generic ACL (clusters, policies, jobs, …)

Legacy Table/UDF/DB ACL

Secret Scopes ACL

Redash ACL

SCIM Entitlements

1. Rename WS groups

2. Re-apply ACL

3. Remove tmp groups
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CHALLENGES:
-CALLING API
-LOGGING
-ERROR RECOVERY



DIRECT API 
INTEGRATION 
IS HARD



REST
RPC









©2024 Databricks Inc. — All rights reserved 16

USE DATABRICKS 
SDK (FOR PYTHON)
TO SAVE MONTHS 
OF EFFORT.
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Development Production or CI
Authenticate through environment variables. 
Leverage Kubernetes secrets and/or CI runner 
secret redaction.

Authenticate through Databricks CLI, Azure CLI, 
Visual Studio Code, or in Databricks Notebooks.

$ az login

$ databricks auth login $ export DATABRICKS_HOST=...
$ export ARM_CLIENT_ID=...
$ export ARM_TENANT_ID=...
$ export 
ARM_CLIENT_SECRET=...
$ python3 run-app.py

from databricks.sdk import WorkspaceClient
w = WorkspaceClient()
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DATABRICKS 
SDK FOR 
PYTHON
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• Consistent across all SDK

• Exceptions are named after 
Databricks error codes

• Inheritance is modelled after 
HTTP status codes

19

ERROR HIERARCHY
Catch the right thing in the 
right place to recover properly
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PYTHON

First attempts are not always successful

@retried(on=[InternalError, ResourceConflict, DeadlineExceeded])
@rate_limited(max_requests=35, burst_period_seconds=60)
def _delete_workspace_group(self, group_id: str, display_name: str) -> None:

try:
logger.info(f"Deleting the workspace-level group {display_name} with id {group_id}")
self._ws.groups.delete(id=group_id)
logger.info(f"Workspace-level group {display_name} with id {group_id} was deleted")
return None # should be deleted now

except NotFound:
return None # it’s definitely deleted now

EVENTUALLY CONSISTENT API

20



Quite similar to how 
Terraform works



… robust Python code starts 
to look like any code in 
GoLang, where we explicitly 
check for error returns for 
every single method call

func (s *computeScanTask) Run(
ctx context.Context) ([]alerts.Alert, error) {
err := s.scanPools(ctx)
if err != nil {

return nil, err
}
allJobs, err := s.allJobs(ctx)
if err != nil {

return nil, err
}
err = s.scanClusters(ctx)
if err != nil {

return nil, err
}
err = s.scanClusterLibraries(ctx)
if err != nil {

return nil, err
}
err = s.scanJobs(ctx, allJobs)
if err != nil {

return nil, err
}
err = s.scanJobRuns(ctx)
if err != nil {

return nil, err
}
err = s.scanWarehouses(ctx)
if err != nil {

return nil, err
}
return s.alerts, nil

}



… most of our time is spent operating 
applications in production rather than 

constructing the code itself
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TYPICAL LOG-INTENSIVE WORKFLOW
By default, we only see the beginning and the end of standard output
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… or use proper ELK/Splunk/Kusto centralized logging infrastructure

SOLUTION: LOG EVERY MINUTE TO WSFS

25
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TABLE
MIGRATION
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Table locations

Mounts

Principal 
Prefix Access 

CSV
Review Mapping

SYNC TABLE …

DEEP CLONE TABLE …

Keep HMS / UC table properties in sync

Use uber-principal for migration

Create UC roles

Read cloud 
permissions

Create UC Storage Credential

Create UC External Location

Keep upgrade state in HMS & UC table properties

Move table/db between catalogs

Skip table/db from migration

Sync workspace info metadata

Migrate legacy table acls from HMS to UC

Migrate mount-point permissions based on cluster ACLs



©2024 Databricks Inc. — All rights reserved©2024 Databricks Inc. — All rights reserved 29

CHALLENGES:
-DASHBOARDS
-INTEGRATION TESTS
-UNRELEASED WHEELS
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def test_skip_unsupported_location(caplog):
# mock crawled HMS external locations with two unsupported locations adl and wasbs
ws = create_autospec(WorkspaceClient)
mock_backend = MockBackend(

rows={
r"SELECT \* FROM location_test.external_locations": EXTERNAL_LOCATIONS[

("abfss://container1@test.dfs.core.windows.net/one/", 1),
("adl://container2@test.dfs.core.windows.net/", 2),
("wasbs://container2@test.dfs.core.windows.net/", 2),

]
}

)

# mock listing UC external locations, no HMS external location will be matched
ws.external_locations.list.return_value = [ExternalLocationInfo(name="none", url="none")]

location_migration = location_migration_for_test(ws, mock_backend, mock_installation)
location_migration.run()

ws.external_locations.create.assert_called_once_with(
"container1_test_one",
"abfss://container1@test.dfs.core.windows.net/one/",
"credential_sp1",
comment="Created by UCX",
read_only=False,
skip_validation=False,

)
assert "Skip unsupported location: adl://container2@test dfs core windows net" in caplog text

31
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DATABRICKS 
LABS LSQL:
LIGHTWEIGHT 

SQL 
ABSTRACTIONS
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FINDING HIDDEN 
BUGS WITH PYLINT 
(... and mypy, and ruff, …)
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from airflow.providers.databricks.operators.databricks import 
DatabricksCreateJobsOperator

tasks = [
{

"task_key": "banana",
"notebook_task": {

"notebook_path": "/Shared/test",
},
'new_cluster': {

# [missing-data-security-mode] banana cluster missing `data_security_mode`
# required for Unity Catalog compatibility
"spark_version": "7.3.x-scala2.12",
"node_type_id": "i3.xlarge",
"num_workers": 2,

},
},

]

DatabricksCreateJobsOperator( #@
task_id="jobs_create_named", 
tasks=tasks

) 34
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databricks-airflow checker
W8901: missing-data-security-
mode
W8902: unsupported-runtime

databricks-dbutils checker
R8903: dbutils-fs-cp
R8904: dbutils-fs-head
R8905: dbutils-fs-ls
R8906: dbutils-fs-mount
R8907: dbutils-credentials
R8908: dbutils-notebook-run
R8909: pat-token-leaked
R8910: internal-api

databricks-legacy checker
R8911: legacy-cli
W8912: incompatible-with-uc

databricks-notebooks checker
C8913: notebooks-too-many-cells
R8914: notebooks-percent-run

spark checker
C8915: spark-outside-function
C8917: use-display-instead-of-show
W8916: no-spark-argument-in-function

mocking checker
R8918: explicit-dependency-required
R8919: obscure-mock
R8921: mock-no-assign
R8922: mock-no-usage

eradicate checker
C8920: dead-code
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WHY NOT (JUST) RUFF?

Even though RUFF is 10x+ faster than PyLint, it 
doesn't have a plugin system yet, nor does it 
have a feature parity with PyLint yet. Other 
projects use MyPy, Ruff, and PyLint together to 
achieve the most comprehensive code analysis. 
You can try using Ruff and just the checkers 
from this plugin in the same CI pipeline and 
pre-commit hook.

https://docs.astral.sh/ruff/
https://pythonspeed.com/articles/pylint-flake8-ruff/
https://github.com/astral-sh/ruff/issues/283
https://github.com/astral-sh/ruff/issues/970
https://github.com/databrickslabs/ucx
https://mypy.readthedocs.io/
https://docs.astral.sh/ruff/
https://www.pylint.org/
https://github.com/databrickslabs/pylint-plugin/tree/main?tab=readme-ov-file#testing-in-isolation
https://github.com/databrickslabs/pylint-plugin/tree/main?tab=readme-ov-file#testing-in-isolation
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PYLINT 
PLUGIN FOR 
DATABRICKS
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INTEGRATION
TESTING



Run all tests in 
parallel

Retry individual 
tests until a timeout 
(in parallel)

Anti-flake: Try 
running failures one-
by-one sequentially

Analyse test result 
runtime trend over 
time
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Integration testing with



@retried(on=[NotFound, Unknown, InvalidParameterValue], timeout=timedelta(minutes=20))
def test_running_real_assessment_job(

ws, new_installation, make_ucx_group, make_cluster_policy, 
make_cluster_policy_permissions
):

ws_group_a, acc_group_a = make_ucx_group()

cluster_policy = make_cluster_policy()
make_cluster_policy_permissions(

object_id=cluster_policy.policy_id,
permission_level=PermissionLevel.CAN_USE,
group_name=ws_group_a.display_name,

)

install = new_installation(lambda wc: replace(wc,
include_group_names=[ws_group_a.display_name]))

install.run_workflow("assessment")

generic_permissions = GenericPermissionsSupport(ws, [])
after = generic_permissions.load_as_dict("cluster-policies", cluster_policy.policy_id)
assert after[ws_group_a.display_name] == PermissionLevel.CAN_USE
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DEBUGGING 
TESTS
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SAME APPROACH IS USED FOR 
MULTI-CLOUD TESTING OF …

● Databricks Terraform Provider
● Databricks CLI
● Databricks VS Code extension
● Databricks SDK for Python, Go, Java
● Databricks Labs UCX
● Databricks Labs Watchdog



“static 
fixtures” are 
created by 
Terraform

“dynamic 
fixtures” that 
require a 
cleanup



“dynamic 
fixtures” that 
require a 
cleanup

by Databricks Labs

Very rough equivalent of something between 
“Chaos Monkey” and “Cloud Custodian”
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DATABRICKS
LABS 
BLUEPRINT
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import logging

from databricks.sdk import WorkspaceClient
from databricks.labs.blueprint.wheels import ProductInfo

logger = logging.getLogger(__name__)

product_info = ProductInfo(__file__)

version = product_info.unreleased_version()
is_git = product_info.is_git_checkout()
is_unreleased = product_info.is_unreleased_version()

logger.info(f'Version is: {version}')
logger.info(f'Git checkout: {is_git}')
logger.info(f'Is unreleased: {is_unreleased}')

w = WorkspaceClient()
installation = product_info.current_installation(w)
with product_info.wheels(w) as wheels:

remote_wheel = wheels.upload_to_wsfs()
logger.info(f'Uploaded to {remote_wheel}')
wheel_paths = wheels.upload_wheel_dependencies(...)
for path in wheel_paths:

print(f'Uploaded dependency to {path}')

DEPLOY 
WHEELS
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from databricks.labs.blueprint.installation import Installation

@dataclass
class EvolvedConfig:

__file__ = "config.yml"
__version__ = 3

initial: int
added_in_v1: int
added_in_v2: int

@staticmethod
def v1_migrate(raw: dict) -> dict:

raw["added_in_v1"] = 111
raw["version"] = 2
return raw

@staticmethod
def v2_migrate(raw: dict) -> dict:

raw["added_in_v2"] = 222
raw["version"] = 3
return raw

installation = Installation.current(WorkspaceClient(),
"blueprint")

cfg = installation.load(EvolvedConfig)

assert 999 == cfg.initial
assert 111 == cfg.added_in_v1  # <-- added by v1_migrate()
assert 222 == cfg.added_in_v2  # <-- added by v2_migrate()

CONFIG 
EVOLUTION
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from ... import Config
from databricks.sdk import WorkspaceClient
from databricks.labs.blueprint.upgrades import Upgrades
from databricks.labs.blueprint.wheels import ProductInfo

product_info = ProductInfo.from_class(Config)
ws = WorkspaceClient(product=product_info.product_name(), 
product_version=product_info.version())
installation = product_info.current_installation(ws)
config = installation.load(Config)
upgrades = Upgrades(product_info, installation)
upgrades.apply(ws)

# and in v0.0.1_add_service.py:

from ... import Config

import logging, dataclasses
from databricks.sdk import WorkspaceClient
from databricks.labs.blueprint.installation import Installation

upgrade_logger = logging.getLogger(__name__)

def upgrade(installation: Installation, ws: WorkspaceClient):
upgrade_logger.info("creating new automated service user")
config = installation.load(Config)
service_principal = ws.service_principals.create(

display_name='blueprint-service')
new_config = dataclasses.replace(config,

application_id=service_principal.application_id)
installation.save(new_config)

APP (OR 
DATABASE)
EVOLUTION
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from databricks.sdk.errors import NotFound
from databricks.labs.blueprint.parallel import Threads

def works():
return True

def fails():
raise NotFound("something is not right")

tasks = [works, fails, works, fails, works, fails,
works, fails]

results, errors = Threads.gather("doing some work", tasks)

assert [True, True, True, True] == results
assert 4 == len(errors)

14:08:31 ERROR [d.l.blueprint.parallel][doing_some_work_0] 
doing some work task failed: something is not right: ...
...
14:08:31 ERROR [d.l.blueprint.parallel][doing_some_work_3] 
doing some work task failed: something is not right: ...
14:08:31 ERROR [d.l.blueprint.parallel] More than half 
'doing some work' tasks failed: 50% results available 
(4/8). Took 0:00:00.001011

PARALLEL
THINGS
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DATABRICKS 
LABS 

BLUEPRINT:
PRODUCTION
-FOCUSED 
UTILITIES
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CODE 
MIGRATION



Table Migration 
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Lint Python
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inventory
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THANK YOU

linkedin.com/in/smertin
github.com/nfx
ssmertin.com 

http://linkedin.com/in/smertin
http://github.com/nfx
http://ssmertin.com
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