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Problem Statement

* Fragmented data governance & access control on 150+ Workspaces
 Inefficient data management and utilization
* Increased security risks and potential data breaches

e Difficulty in collaboration and data sharing

Databricks
Workspace 2

Databricks
Workspace 1

« Wasted storage costs due to data redundancy

Hive
Metastore 2

User/Group
Management 2

Access
Controls 2
Clusters
SQL Warehouses

. . . Hive
* Increased administrative overhead for teams

User/Group
Management 1

Access
Controls 1

Clusters
SQL Warehouses
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Databricks Unity Catalog

Unified governance for data, analytics and Al

®
Unity Catalog (Account Level)
User I - LA
Menegement St s
(2]
. - -
Databricks Databricks

e Performance and scale Workspace 1 Workspace 2

Clusters
&
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Unity Catalog - Architecture

Account Level
User/Grp Mgmt

ey T

Metastore

Lineage External
Explorer — Locations Storage

Data Explorer Access Delta Sharing

Permissions

Credentials

Cloud Storage
(ADLS Gen 2) A

DELTA LAKE

2

Databricks

User
Workspace
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Centralized Metadata, Identity, and Access Management
Without Unity Catalog With Unity Catalog

Databricks Databricks Ug Unity Catalog (Account Level) dentity

Workspace 1 Workspace 2 Ny User/Group Access Provider
Management Controls
Hive Hive
Metastore 1 Metastore 2

User/Group User/Group Databricks Databricks

Management 1 Management 2

Workspace 1 Workspace 2

Access Access Clusters Clusters
Controls 1 Controls 2 SQL Warehouses SQL Warehouses

Clusters Clusters
SQL Warehouses SQL Warehouses
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ldentity Federation Enrollment before UC

Group administration changes for Workspaces before UC

Users - created in the Workspace

Groups - created in the Workspace with
a Create Group button

e These are now referred to as
“Workspace local” groups

Challenge: duplicate administration
work across workspaces

Admin Settings

Users

Groups Global init scripts

Name

admins

Workspace local @

users Workspace local @
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e [ Groups | Create New Group

Create New Group
- - MAwr VY - et e s

Cancel




ldentity Federation Enrollment with UC

Group administration changes for Workspaces connected to UC

Users - created in the Workspace or at
the Account level - users created in the Admin Settings
Workspace are Synced to the account Users Sr-rrlre principals  Groups Global init scripts

ry Add Group

Name &

Groups - created exclusively in the
Account Console and are added to the
Workspace (Add Group button)

e New account users group

New Service principals menu (i tasiare s

account users

Cancel
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Hive vs UC metadata

Without Unity Catalog

Databricks Databricks
Workspace 1 Workspace 2

e e

Managed Table Data 1

w

e — e —
- Hive Metadata 1 -
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Managed Table Data 2

—* dbfs:/user/hive/warehouse/... dbfs:/user/hive/warehouse/...
abfss://cont@yourstorage... abfss://cont@yourstorage...

Hive Metadata 2

With Unity Catalog

(J5) Unity Catalog (Account Level)

Luc e E

Catalog & Schema-level Managed Table Data

—* abfss://container@yourstorage...

Default Managed Table Data
—
Y//uc-metastore-root@yourstorage...

Unity Catalog Metadata




Access Control Simplified

Centrally grant and manage access permissions across all workloads

Using ANSI Standard SQL Using the Ul

Data Explorer thor-east-uc-metastore & |+ Add || © starter wa

Data A~ Catalogs » dev »

> B dev

GRANT SELECT ON iot.events TO engineers  Guas JJ Grantondevfinance

« © finance |
L es will be inherited licable objects (e.q. tables, n this schema. Learn
[ Mo Data
| 4 | 4 > B lineagedemc
Q hive_metastore

Choose Choose Sync groups 6 e
permission resource from identity & prod Privilege
level provider & samples Data Editor (Can read and modify any object inthe schems, as well as create net

Q system

Q uat

admins x

Privileges

USE SCHEMA SELECT CREATE TABLE
MODIFY CREATE VIEW
EXECUTE CREATE FUNCTION

Cancel
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Storage based isolation

. Unity Catalog

Metastore

Metastore-level storage Catalog 1

Schemal

Catalog 2
Catalog-level storage

Schema 2

Schema-level storage ,----—Sf:hem-a .

Cloud storage
(S3, ADLS2, GCS)

Managed storage location

Managed storage location

Managed storage location
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Workspace based isolation

DATA'Al SUMMIT

Databricks
Account

=/Unity Catalog

—
H
Nigmeg

i

Prod Model

Optionally bind Prod
catalogs to specific Catalog . ProdSchema

(Database)

TestSchema

Dev Schema
Database

Volume

workspace(s)

Test
Catalog

External

Tabl
Prod able

Workspace
Dev

I
Test Catalog

Workspace

Model

Dev
Workspace

Volume

v
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User based isolation

Assign group, user, and service principal permissions as needed

DATA'Al SUMMIT

Grant on mfg_dev
will be inherited by applicable obj
Users and groups
Data Engineers x

Privilege presets

Data Editor

Privileges

USE CATALOG
USE SCHEMA

SELECT
MODIFY
EXECUTE

ALL PRIVILEGES

schemas, tables) in this catalog.

CREATE SCHEMA
CREATE TABLE
CREATE VIEW
CREATE FUNCTION

Grant on mfg_prod

ill be inherited by applicable obje

Users and groups

account us

Privilege presets

Data Reader

Privileges

USE CATALOG SELECT
USE SCHEMA MODIFY

EXECUTE

ALL PRIVILEGES

©2024 Databricks Inc. — All rights reserved

s) in this catalog.

CREATE SCHEMA
CREATE TABLE
CREATE VIEW
CREATE FUNCTION




Steps to consider

UC Design

e C(Catalogs

e Workspaces

® Account group

Create UC Objects Grant Access
e Storage Credentials Catalogs

e External locations Schemas

e (Catalogs Tfables

e Set Owners Files

Migrate Legacy

Metadata

e SYNC external
tables/schemas
Migrate managed
tables, files

One Time Setup

® C(Create metastore
e Identity federation
e Join workspaces

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



comcast-dx-prod-uc-usel

One Time Setup

® (Create metastore
e |dentity federation
e Join workspaces

Configuration

us-east-1

Edit

2:role/OneCloud/databricks-Prod-UC-USE1-CrossAccount

ing

Enable Delta Sharing to w a Databri er to share data outside their organization

WOI’kspaceS Create workspace

Q

Status Pricing tier Region Bucket name Credential name Created Metastore

Running Enterprise us-east-1 .. 05/29/2024 comcast . | Open? @

Running Enterprise us-east-1 ... 05/08/2024 Open @ :
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UC Object Model

Schema
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Create UC Objects (Storage Credential, External Locations)

Create UC Objects
° Storage Credentials
External locations

Copy from mount point
Catalogs ‘ ‘
Set Owners

* External location name

2 databricks Q Search data, notebooks, recents, and more +P
@ New * Storage credential Lea
= Catalog Explorer comcast-di-prod-uc-usel €2 Send feedback
Catalog
Create a new storage credential T
& Cotalog Delta Sharing earn more

A ential represents an & n and authorization mechanism for ac

External Data
data your cloud tenant. L
Ei

Storage Credentials
Comment

* Credential Type
External Locations
WS IAM Role
e AWS IAM Role
Copy from instance profile

» Advanced Options

* Storage credential name

=AM role (ARN) Learn more (3

Comment

ced Options
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Managed Location for Catalogs- Storage based data
isolation

Create a new catalog

of Unity Catalog's three-level na nd is used to org

Hide comment : Create schema

Catalog name Details Pe

mig_
Metastore Id

Managed location (optional) Created at
ocation Created by
Updated at
Updated by

Storage root ; ) an s.dfs.core.windows.net

Storage abf m windows.net/__unitystol

Cancel Create
i

WL

location

Must choose from previously

configured External Locations Optionally include sub folder/path

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Catalog-Workspace binding — env based data isolation

Catalogs -

cd_prod ¥

o Users cannot access the selected catalog from this workspace.
Use the below screen to configure which workspaces are allowed to access the catalog.

Workspaces

Specify which workspaces can have access to this catalog.

All workspaces have access

Assign to workspaces Manage Access Level W Revoke

Workspace name Workspace id Access Level

dac—prc:d 3045149559675430 Read & Write

dac-dev 3576177163348960 Read & Write

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Assign group, user & service principal permissions -
User based isolation

DATA'Al SUMMIT

Grant on mfg_dev

will be inherited by applicable obj

Users and groups

Data Engineers x

Privilege presets

Data Editor

Privileges

USE CATALOG
USE SCHEMA

SELECT
MODIFY
EXECUTE

ALL PRIVILEGES

schemas, tables) in this catalog.

CREATE SCHEMA
CREATE TABLE
CREATE VIEW
CREATE FUNCTION

Grant on mfg_prod

ill be inherited by applicable obje

Users and groups

account us

Privilege presets

Data Reader

Privileges

USE CATALOG SELECT
USE SCHEMA MODIFY

EXECUTE

ALL PRIVILEGES

©2024 Databricks Inc. — All rights reserved

s) in this catalog.

CREATE SCHEMA
CREATE TABLE
CREATE VIEW
CREATE FUNCTION




Unity Catalog Onboarding Automation Flow

— ¥

Subject Creation

| I"‘-n-.;. "'-ﬂu"1|‘:-=-

-—l-J =

Lreale Exiermal Unboard

sl Create Catalng | —a/Cre
L =) IJ..-l:l"E. Group |

Secrers
hkarager
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Migrate Legacy Metadata

Migrate Legacy
Metadata
® SYNC external

tables/schemas
Migrate managed
tables, files

DATA'Al SUMMIT

ng hive metastore table hive_m
> named main.default.my_tbl.

able hive_metastore.default.my_tbl to an

ame sour

-— SYNC a table in DRY RUN mode to
tbl F

source_name source

C all the el n schema hive_metastore.mydb to a Unity C
¢ will be owned b

name sour

—— DRY RUN mode to evaluate all the ta - a schema

— h L ore ding to Unity Cataleg.
DRY Rl
rg

ive_metastore.mydb

©2024 Databricks Inc. — All rights reserved

L table

named main.default.

ync

my_tbl in Unity Catalc
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Hive metastore table access control (legacy)

\_

Workspace

Hive Metastore
(HMS)

Schema/Database
LOCATION = ext.loc.

Schema/Database
(default location)
Juser/hive/warehouse

Enable Table
Access Control

e <D

User /
Workflow Cluster

Secret
Management

Main Challenges:

® Metastores tied to
clusters, not users.

® Clusters need to have read
access to the storage
credentials

® Mounts are difficult to
manage and tend to
overprovision access

(" )

Cloud Storage

o &

N External
. container / bucket

DATA'Al SUMMIT

Juser/hive/warehouse \

©2024 Databricks Inc. — All rights reserved

N Workspace root
B container / bucket (DBFS)
J

Confidential and Proprietary

\




Legacy data access VS Three level namespace

Data Explorer
Local hive metastore is

displayed for convenience v @O dev

8 common

8 default

£ finance

& information_schema
B iot

v Tables

Foreign* hive_metastore

Catalog 1
Catalog (legacy)

Foreign default
Schema (database)

[ current_turbine_metrics
fm historical_turbine_status
f sensor_bronze
[ sensor_hourly

[ turbine_hourly_features

Models/ Foreign customers
Volumes Functions Table (table)

External f turbine_training_dataset

Views

v Volumes

[ ext_volume_iot_inputs

[= iot-team

With UC: SELECT * FROM dev.iot.sensor_bronze; [HeciaciRlt Rttt PRIt v Models

. g ‘ﬁ iot_classifier
Without UC: SELECT * FROM hive_metastore.default.customers;

%2 iot_predictions_uc

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



|AM role credential passthrough (Legacy)

Difficult to administer; overprovisioned access

1.
Hive
Metastore

Need to configure spark.conf

properties/instance profiles on
% clusters, configure table ACLs
b on each workspace, mounts are

Cluster or SQL inflexible...
endpoint 6

Filter C/ﬁ)

unauth.
data

Cloud

o Storage

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved




Life of a query with Unity Catalog

1. No longer any need for Instance Profiles, Mounts, Secret Scopes, Spark.conf settings
2. No cluster level configs required.

3. Storage cred, External locations configured only once and can be used from any workspace

4. Data access for authorized users/service principals is via down scoped, short-lived, OAuth
tokens

Write
audit log

Unity

Catalog

D ®

Audit log

Cluster or SQL

warehouse e

@ Enforce
policies

Cloud
Storage

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved
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Pre-UC:MULTIPLE ACCESS PATTERNS

Privacera Custom Broker

&S:}L Access Cloud Storage &/%& OnPrem Storage + Cloud Storage

(no access to on-prem)

SAT-NG Client ID/Scope

Notebook
Access key + SAT-NG | Client ID/Scope
Code Secret Key

SAT JWT Token
SAT JWT Token

Session Token

A 4

A Custom Broker S3 | Jarinstalled on
the cluster*

privacera

S3 policy

* amazon
_._1 % S3

Databricks non-UC Cluster
with Privacera plugin

OnPrem

Session Token

s i * esngnazon

Databricks non-UC Cluster
without Privacera plugin

Doesn’t integrate with Privacera
Involves SAT portal that generates the JWT token
Authentication via JWT Token. No user level Identity
Privacera needs to be installed on the cluster Ay SR W RS e E20 acc_ess i ez
, : Custom Broker Jar needs to be installed on the cluster
User can’t access minlO and non-DX S3 buckets . . _ . .
DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reseived No fine-grained access

Involves SAT portal that generates the JWT token
Authentication via JWT Token. No user level Identity
Any user with the token can access the data




Post UC - SINGLE ACCESS PATTERN

Privacera + Unity Catalog

EQ% Access S3 bucket + OnPrem Storage
Lol

privacera

Notebook
Code

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 Token 1
' Session Token '
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

v
amazon
'~ "

OnPrem
Databricks UC Cluster No installations needed
on the cluster*

without Privacera plugin

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved

Highlights:

User’s own identity will be used for data access.
Hence, Governance can be managed without JWT
tokens and clientID

Integrates with Privacera and at the same time lets
users access On-prem and non-DX S3 buckets

No installations needed on the cluster



Managed Data Sources & External Locations

Simplify data access management across clouds

. Unity External Locations &
Ll Catalog Storage Credentials

Cloud Storage

AWS: Instance Proties. Mounts Access Control (53)

Azure: Secret Scopes, Key Vaults, Key

Rotation, Spark.conf settings, Mounts,

Credential Passthrouign . Managed Managed
Managed ? container / bucket Data Sources

tables

g &2

® External container
/ bucket

External
tables

User Cluster or
SQL warehouse

/> External
®

Files in dbutils.fs, container / bucket
Cloud Strg

spark.read, ..

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Comparison of Managed and External UC Tables
Consider the benefits of Managed tables

Table’s Type Property Value

DROP Table Behavior

Create Table Syntax

Data File Location

Performance Optimizations

Data Format Support

DATA'Al SUMMIT

“MANAGED”

“‘EXTERNAL”

Deletes the associated data

Generally what business analysts (SQL users)
expect

Only deletes metadata. Does not delete the underlying S3
data.

May be helpful in certain use cases

REATE TABLE <catalog>.] [<schema>.]<table> (

column specifi

REATE TABLE <catalog>.] [<schema>.]<table> (

column specifi

[LOCATION ‘abfss:/cont@stacct.dfs.core.windows.net' ;

Whichever is found first:
Location specified for the database (if specified)
Location specified for the catalog (if specified)
Metastore default managed storage location

The path specified by the LOCATION keyword in your
create table statement

Auto Tune (In Preview)

Manually managed by the customer

DELTA

DELTA, CSV, JSON, AVRO, PARQUET, ORC, TEXT

©2024 Databricks Inc. — All rights reserved
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Unity Catalog Governance Portal

Workspac

Unity Catalog Governance Portal + Addtag Hhare. § Schedola v :

96.8% 62.8%

Governed Tables Monitored Tables

Unity Catalog
Governance Portal

65448 143275 110 252

Users Tables Volumes ML Models

» 39 minutes ago » 39 minutes agc

Governance & Monitoring Coverage Over Time Active Users Over Time

100

_/—_/—"—‘—"_/—/_ 30k

25k

% Coverage

20k

15k

Unique Users

May 28 Jun 11

10k
2023

Jun 9 Jun 12 Jun 156 Jun 18 Jun 21 Jun 24
Date

Governed Monitored

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Unity Catalog Governance Portal

space

Unity Catalog Governance Portal + Addtag Schedule v

Data Estate Overview

Platform Cloud Pond Catalog Governed Monitored Users Active Users Tables ML Models Volumes
Databricks

Databricks AWS Demc

Databricks Demo

HMS / Glue Demo

Databricks Demo

Databricks Demo

Databricks Demo unity_governance

Databricks Demo sandbox

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved
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Unity Catalog Governance Portal

Unity Catalog Governance Portal + Addtag Sehadihy. v

Governance Action Items

The follow objects have been identified as potential governance risk.

Platform Cloud Pond Catalog | Schema |/ Table Issue Recommended Action
Databricks S Dogfood Potential Pll: Column derived from PII 2nable automatic
Databricks AW Demo t ¢ N ential Pl toring detected Pl aview or enable automatic
Databricks Dog t K Unused Data (>180 days) Archive or delete
Databricks S 0C flak t Not Monitored Enable monitoring
Databricks V Dogfood I post talog.pul ebsit tivity Custom Table Permissions in Schema Rev Permissions
Databricks Dogfood aut tats.default.test_tablez Pll Table using in Run-as-owner dashboard Move to run-as-user

Snowflake Dogfood nowflake_catalog_we New Catalog without Classification Enable monitoring

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Lakehouse Monitoring Dashboard

Workspace Lakehouse Monitoring
Asset: retail_prod.churn_gold.user_churn_analysis shats

1 1,767,567

Total Rows

Dashboard

Monitoring for potential governance risks in your data,
such as PIl or other data patterns that you may want to

Lakehouse Monitoring Active Alert

© an hour &

classify as risks.

Monitored Asset: Pa UI
retail_prod.churn_gold.user_churn_analysis
Roome
L3

Asset Owner

2023-06-10 2023-06-

Last Updated L

28

t

© an hour ago o © an hour ago © an hour ago

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Lakehouse Monitoring Dashboard

Work e Lakeht Monitoring

Asset: retail_prod.churn_gold.user_churn_analysis

Classification Details
The percentage columns represent the % of records where that type of Pll or other problematic data was detected in the column.

Sample values are provided in a second table below.

Classification Details

column_name data_type alert_type first_or_last_name email phone

attributes

age_group int 0.00 0.0( 0.00 0.00
canal string 0 0.00 0.00
churn int ( 0.00
country string ; 0.00
gender int % .00% 0.00%
days_since_creation int 0.00%
days_since_last_activity int % 0.00%

days_last_event 0.00%

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Data Explorer Dashboard

Data EXplOfer dais-gov & -+ Add (@ serverless SQL Warehouse Pro v

Data N alogs > retail_prod > churn_gold
f@ retail_prod.churn_gold.user_churn_analysis A :
Y
Tags: pii /Z
> Q retail_dev Owner: ¢/ Popularity: . Size: 8MiB, 5 files (%) Hide comment
v Q retail_prod
> 8 churn [_; ACTION REQUIRED: Potential Pll Detected, Please see the LAKEHOUSE MONITORING DASHBOARD V4
> B churn_bronze
v B churn_gold Columns Sample Data Details Permissions History Lineage Insights Quality
v Tables
f churn_analysis Data Explorer dais-gov & + Add (@ serverless SQL Warehouse Pro
fmM churn_features
Q
I user_churn_analysis Data A
> Volumes
v Column Type Comment Tags
> Functions
> Models > [ retail_dev user_id string ® ®
> B churn_silver v [ retail_prod email string ® ®
> 8 churn
>
@ detadlt > B churn_bronze creation_date timestamp ® ®
> B information_schema B
N @ on v 8 chum_gold last_activity_date timestamp ® ®
monitoring v Tablos
> Q retention_prod fd churn_analysis age_group int ® ®
> [0 samoles i)
Dle f churn_features canal string ® ®
Delta Sharing o I fm user_churn_analysis :
> Volumes churn int ® ®
External Data v > Functions country string ® ®
> Models
> B churn_silver gender int ® ®
> default e SRo A
S user_attributes string [ALTORE eliFgtents pii
> B information_schema =Cle
> B monitoring days_since_creation int ® k ®
> Q retention_prod " ] : . )
ays_since_last_activity int
> [0 samoles ® ®
Delta Sharing ~ days_last_event int ® ®

External Data v 1




Data Lineage Dashboard

Data Lineage for retail_prod.churn_gold.user_churn_analysis Close graph

Tal

QE snowflake.app.online_user_activity o

DATA'Al SUMMIT

SNOWFLAKE

USER_ID string
EMAIL string

lat
o postgres.public.website_activity
retail_owners

¥} POSTGRES

user_id string
email string
creation_date timestamp
last_activity_date timestamp
age_group int
canal string
churn int
country string
gender int
id bigint
user_attributes string
&

Hide columns

Table

° E mysql.qf_mysql_demo_database.ex

retail_prod.churn_gold.user_churn_
E analysis

® MONITORING ALERT

user_id string
email string
creation_date timestamp
ast_activity_date timestamp
age_group int
canal string
churn int
country string
gender int
user_attributes string
days_since_creation int
days_since_last_activ... int
days_last_event int

Hide columns

o E retail_prod.churn.feature_table

L

user_id

email
creation_date
last_activity_date
age_group

canal

churn

country

gender
user_attributes
days_since_creation

days_since_last_activ...

days_last_event

©2024 Databricks Inc. — All rights reserved

string
string
timestamp
timestamp
int

string

int

string

int

string

int

int

int

lumns

[+




Data Lineage Dashboard

Data Lineage for retail_prod.churn_gold.user_churn_analysis

Table

retail_prod.churn_gold.user_churn_
E analysis oﬁ retail_prod.churn.feature_table

user_id string
email string
creation_date timestamp
last_activity_date timestamp

® MONITORING ALERT

user_id string
email string . e

retail_prod.churn.churn_prediction
creation_date timestamp age_group int e _o?vnersc < % _pred
last_activity_date timestamp canal string =

age_group int churn rlnt .
canal string country string Version 2

churn int gender int
country string user_attributes string
gender int days_since_creation int
user_attributes string days_since_last_activ... int
days_since_creation int days_last_event int
days_since_last_activ... int

: Hide columns
days_last_event int de columns

Hide columns

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved
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Audit and Billing Monitoring Using System Catalog

|v ] system | Schemas Details Permissions Workspaces

v B access
fd audit Q
fd column_lineage
fd table_lineage Name
& billing

ﬁ list_prices

aCCessS

billing

i usage
& compute ; compute
clusters
— information_schema
node_timeline
node_types marketplace
warehouse_events —
storage
& information_schema
£ marketplace

& storage

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Billing Usage Sample View, Queries

DATA'Al SUMMIT

System Tables: Billing Logs

Understand cost allocation across your data estate

What is the daily trend in DBU consumption?
SELECT c (created_on) as "Date’, (dbus) as "DBUs Consumed’

FROM system.operational_data.billing_logs
GROUP BY date(created_on)
ORDER BY date(created_on) ASC;

How many DBUs of each SKU have been used so far this month?
SELECT sku as "SKU™, (dbus) as "DBUs"
FROM system.operational_data.billing_logs
WHERE
(created_on) =
GROUP BY sku
ORDER BY "DBUs" DESC;

Which 10 users consumed the most DBUs?

SELECT tags.creator as “User’, (dbus) as "DBUs"
FROM system.operational_data.billing_logs

GROUP BY tags.creator

ORDER BY "DBUs™ DESC

LIMIT 10;

Which Jobs consumed the most DBUs?

SELECT tags.JobId as “Job ID, (dbus) as "DBUs"
FROM system.operational_data.billing_logs

GROUP BY "Job ID";

©2024 Databricks Inc. — All rights reserved



Cost Governance Dashboard

Cost Management and Forecastlng (powered by UC System Tables) + addtag e  Schedule v

$DBUs monthly spend $DBUS spent this month Total $DBU consumption for selected date and Workspace

$212,212

M

Dollars ($)

il il \

$DBUs next Month forecast $DBUs next quarter

i

5283192 Sarosas .

March June August

Date Cost Management and Forecasting (powered by UC System Tables) -+ Addtag Share  Schedule v

Schemas Tables Schemas Tables by format

$DBUs forecasts and Data Assets Utility 1 ,O 61 2 2,71 4 6 8

Schemas Tables Catalogs

Forecast SDBUs for selected date, Workspace and SKU onsumption for selected date, Workspace and SKU

ble count

Tables Created (MoM) Volumes Created MoM
volume count

c 0
month_created

table_type: === EXTER v D volume_type: AL
E 1ING_TABLE MANAGED | Y D table_format

Dollars ($)
table_count)

su

Volumes Created MoM Tables Created by Type

Table count table_type
10 5

Volume count

16.09%

M

volume_type: === EXTE
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Open data sharing between teams and collaboration

Delta Lake Table Delta Sharing Server

DATA PROVIDER

@ Access permissions

Delta Sharing Protocol

No replication
Easy to manage
Secure

DATA RECIPIENT

Any use case Any tool

L ﬂ‘h Power BI

[l

¥, : T 4 4

nalytics sprK
|:;| pandas

+t++ableau

p
<> Java

Data Science And many more

Any cloud/on-prem

a

Google Cloud

dws

HEM Microsoft
HE Azure

On-premises

e Securely share live data across cloud regions, and data platforms and eliminate vendor lock-in
e Reduce operational overhead of maintaining multiple copies of data for different recipients

e Centrally manage, monitor usage and audit access to shared data with ease
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Types of delta sharing

@J

databricks

A
DELTA Cf_\)
< databricks SHARING =
RIO. Partner C

NON-DATABRICKS CUSTOMER
ON ANY CLOUD OR ON-PREMISES

Power Bl Spark |::| pandas

¢ t+ableau —: » Java

Storage
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Questions
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External Location Patterns

Storage
Credential

Simple Prod/Non-Prod As Necessary

uc-root-cred

db_eastus_uc_ms

prod-cred [ databricks_eastus prod-cred db_eastus_prod

i Metastore Root }— JL metastore | root )

.

[ Metastore Root ’— - X c_metastore_rootj‘;. ’ Metastore Root }— _metastore_root""_j}

[ prod-ext-loc ’— (" production_data ) ’ prod-ext-loc }— ( production_data )
) ——— L 4 s ———— prod-cred
B — - db_eastus prod
‘ dev-ext-loc }-— ( development_data ) e
_— — ‘ prod-ext-loc ]— ( production_data )
—_—— S —— non-prod-cred T e r L J —
‘ raw-files-ext-loc }—— ( raw_files_landing ) __ 3. Bastlia NONPLS
: ’ dev-ext-loc }— (development_data )

— S non-prod-cred

————————— —_— db_eastus_dev

’ raw-files-ext-loc }_ C raw_files \ ——

/ T dev-ext-loc l— ( development data )
External Storage _ ~ —
Location Account

db_eastus_landing '

raw-files-ext-loc  — raw_files

J

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved



Permissions Example — Prod/Dev Catalogs

Developers need Unity Catalog permissions on External Locations to read non-UC files and create external tables

prod Q

non-prod-azure-db-conn / mi

Contributor Role

non-prod-cred
dev [ | db_eastus_nonprod

assets_table £H ‘ raw-files-ext-loc - raw_files

Developers

Lo

External Process E=m ____ Read /
Write

DATA'Al SUMMIT ©2024 Databricks Inc. — All rights reserved

finance db @ ’ dev-ext-loc b«f_development_d a{{)

)|
o

l Storage Blob Data

™




Data Access Model with Unity Catalog

DATA'Al SUMMIT

3

token

Workspace

Hive Metastore
(HMS)

—

Schema/Database
LOCATION = ext.loc.

_

Schema/Database
(default location)
Juser/hive/warehouse

Workflow

'J Unity Catalog

|

!

—

—
S

2

g

o

user /

Cluster or
SQL endpoint

©2024 Databricks Inc. — All rights reserved

g | .
(- UC Metastore N ( Cloud Storage h
Metastore: managed
(Catalog (e.g. env, etc.) ) - container / bucket
4 g
(“Schema/Datab Container: managed
chema/atabase container / bucket
Managed Storage & Sch ; d
Bl tables ] ge SR chema: manage
Credentials i
> L container / bucket )
E’ External
HH wbles ( External )
_ .
External container / bucket
Volume Locations
( \
@ iles (Cloud R External
Storage) L container / bucket )
\_\- _J
o italan T
s ol lived Users don’t need
Datadaccess is V|ads cl)<rt- ived, permissions on cloud
own-scoped tokens storage
\_ J

Confidential and Proprietary



Data Access Model combining both approaches

Ug Unity Catalog 0 .
| -0

- UC Metastore h Cloud Storage

) P -
p

(e.g. for migrations) token
13

Workspace

Metastore: managed
container / bucket

. 4 Catalog (e.g. env, etc.)
Hive Metastore - Container: managed
(HMS) Schema/Database container / bucket
Schema/Database w Managed Storage ',\. ( Schema: managed
LOCATION = ext.loc. tables Credentials % container / bucket
L
Schema/Database E:tzlrnal
(default location) a L ables ) External
/user/hive/warehouse p _ External container / bucket
Volume Locations
Files (Cloud External
Storage) container / bucket
\\ J
\_ J
User / Cluster or 6 token
Workflow u )
SQL endpoint _ External
container / bucket

Secret

LY

Workspace root

Management o Credentials *

“ container / bucket (DBFS)

Juser/hive/warehouse \
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All the Below jobs runs on Databricks platform

JOB 1 Standaried Output

Features -
h‘-‘---—_—---'-'..

Input Features , P—— —
< xm-feature-engneering
. e
job
_—

| AWS 83
QF & Database

cloud_e1.core.line Customer Churn List

cloud_e1.core.reverselogistics

[ [ -
U C M a c h I n e Lea n I n g M O d e I 2:233:21 z:::gz'ctitunt Standarized Output Features

cloud_e1.fdn_adh.adh_resi_orderaction_current
cloud_e1.fdn_adh.adh_resi_financialaccount_current

fo r C u Sto m e r c h u r n cloud_e1.xm_risk.confirmed_fraud_pub

JOB 2

Customer Churn List
xm-batch-prediction
job

-

< I xm-delivery-gcs
job

- Upload 6250 never called churn customer list file to gcs server
GCS Server
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Data observability and quality with Lineage

@ _demo_catalog.staging.loan_features 4

 End-to-end visibility into how data flows
in my org with automated data lineage
down to column level

 View lineage across tables,
columns, notebooks, workflows,
dashboards

 Captured in real time across
all workloads in SQL, Python, Scala, and
R

 Integration with enterprise catalogs

Dashboard name

Data Lineage for _demo_catalog.staging.loan_features
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Billing Usage Sample View, Queries

CREATE VIEW system_test.usage_test |
account_id,
. - C WITH forecast as |
Wo rl"EpELE—ld" ? , sku, list_cost f .detailed_billing_forecast
record_id, 3 workspace_id="{{ ' G_IN
o y forecast
sku_name,

C |_|:|.J-jr b N ' _MNOW' as sku, sum{list_cost) * as list_cost from forecast where

bdemos-shar... Serverless

usage_start_time,
usage_end_time,
usage_date, Workspace id ¥ Start Date F .

= BN s 3 TR Y S I Ty N Y

custom_tags, LL v 2024-01-01 | Current Year
usage_unit,

usage_guantity,

usage_metadata, £G date e sku

ident ity_metadata J L 2024-01-08T00:0 ) ALL_PURPO...

SELECT * FROM 2 202 00:00:00.000  ALL_PURPO...
= b *
: ALL_PURPO...

Table 1 Table 1 Cost

Ling.usage

i |. r | I j : -l
' 5|'.U_F‘|EIH'IE' ! ke 2024-08-01T00:0 ALL_PURPO...
I workspace_id = '12 6  2024-06-10T00:0 )0 ALL_PURPO...

ALL_PURPO...

order by usage_date dest 2024-06-21T00:00:00.000  ALL_PURPO...
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Map, secure and audit data across clouds

Data Explorer

e Catalog all data, analytics and Al assets and create
a unified view of team's entire data estate

Data ~  EBflo_test db.iot_data peitad

& main > o_test_ E Grant on main.flo_test_db.iot_data

e Centrally manage access permissions and audit

S
G-
3]
g
Q

controls for files, tables across all workspaces and

@ &

workloads using a familiar interface based on ANSI

SQL
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Software Development Lifecycle setup with UC

DEV

Unity Catalog
Catalog

Metastore

% DEV
" Workspace

Workload

DATA'Al SUMMIT

Catalog
A

TEST ,
Workspace ;

Workload

TEST data

PRD
Catalog

=
“~._assign
‘\

’ " PRD
Workspace

Workload

PRD data
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DEV System Account for UC
TEST System Account for UC

PROD System Account for UC

System Account to execute jobs in PRD
User Group working in DEV, TEST and Prod



Databricks Unity Catalog
Unified governance for data, analytics and Al %

databricks
Lakehouse Platform

[
Data Data Data Data Science
Warehousing Engineering Streaming and ML

o

PS Unity Catalog

Fine-grained governance for data and Al
° P - P W
[

Cloud Data Lake
All structured and unstructured data

Microsoft Azure aWS (o) e Cloud
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