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Empowering Centralized Data 
Governance @Comcast with 
Unity Catalog
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• Fragmented data governance & access control on 150+ Workspaces

• Inefficient data management and utilization

• Increased security risks and potential data breaches

• Difficulty in collaboration and data sharing

• Wasted storage costs due to data redundancy

• Increased administrative overhead for teams

Problem Statement
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Databricks Unity Catalog
Unified governance for data, analytics and AI
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Cloud Storage
(ADLS Gen 2)

Unity Catalog - Architecture

Container

Auditing

Databricks 
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Account Level
User/Grp MgmtMetastore
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Delta SharingData Explorer Access 
Permissions

Unity 
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External
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Access Management & 
Collaboration
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Databricks 
Workspace 2

Centralized Metadata, Identity, and A c c e s s Management

Without Unity Catalog

Databricks 
Workspace 1

Hive 
Metastore 1

User/Group 
Management 1

Clusters
SQL Warehouses

Hive 
Metastore 2

User/Group 
Management 2

Clusters
SQL Warehouses

Access 
Controls 1

Access 
Controls 2

With Unity Catalog

Databricks 
Workspace 1

Databricks 
Workspace 2

Unity Catalog (Account Level)

UC Metastore*
User/Group 

Management

Clusters
SQL Warehouses

Clusters
SQL Warehouses

Access 
Controls

Identity 
Provider

* Important: only one U C metastore per region!
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Identity Federation Enrollment before UC
Group administration changes for Workspaces before UC

• Users - created in the Workspace

• Groups - created in the Workspace with 
a Create Group button

• These are now referred to as 
“Workspace local” groups

Challenge: duplicate administration 
work across workspaces

Before Before
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Identity Federation Enrollment with UC
Group administration changes for Workspaces connected to UC

• Users - created in the Workspace or at 
the Account level - users created in the 
Workspace are synced to the account

• Groups - created exclusively in the 
Account Console and are added to the 
Workspace (Add Group button)

• New ac co unt users group

• New Service principals menu

Simplified administration

After After



©2024 Databricks Inc. — All rights reserved

Databricks 
Workspace 2

Hive vs UC metadata

Without Unity Catalog With Unity Catalog

Databricks 
Workspace 1

Unity Catalog (Account Level)

UC Metastore

Hive 
Metastore 1

Hive 
Metastore 2

Databricks 
Managed 
Service

User/Group 
Management

Access 
Controls

Hive Metadata 1 Hive Metadata 2

Default Managed Table Data

abfss://uc-metastore-root@yourstorage…

Catalog & S c h e m a - level Managed Table Data

abfss://container@yourstorage…

Unity Catalog Metadata

Managed Table Data 1

dbfs:/user/hive/warehouse/…
abfss://cont@yourstorage…

Managed Table Data 2

dbfs:/user/hive/warehouse/…
abfss://cont@yourstorage…
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GRANT SELECT ON iot.events TO engineers

Choose 
permission 
level

Sync groups 
from identity 
provider

Choose 
resource

Using ANSI Standard SQL Using the UI

A c c e s s Control Simplified
Central ly grant and manage a c c e s s permis s ions a c r o s s all workloads



©2024 Databricks Inc. — All rights reserved

Data Isolation 
with UC at 
Comcast
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S t o r a g e  b a s e d  i s o l a t i o n

Users

SPs 

UsersUsers
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Workspace based isolation

Databricks 
Account

Prod
Catalog

Test
Catalog TestSchema

Dev Schema
(Database)

  External
   TableProd 

Workspace

Test 
Workspace

Optionally bind 
catalogs to spec i fic  
workspace(s)

Volume

Unity Catalog

Prod Model

ProdSchema
(Database)

Dev 
Workspace

Dev
Catalog   

      Model

  
 Volume
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User based isolation
Assign group, user, and service principal permissions as needed
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U C Design
● Catalogs
● Workspaces
● Account groups

1

One Time Setup
● Create metastore
● Identity federation
● Join workspaces

2

Create U C Objects
● Storage Credentials
● External locations
● Catalogs
● Set Owners

3

Migrate Le gac y  
Metadata
● SYNC external 

tables/schemas
● Migrate managed 

tables, files

4

Grant A c c e s s
● Catalogs
● Schemas
● Tables
● Files

5 7

High Level Roadmap to Unity Catalog
Steps to consider
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7

Create metastore and join workspaces

O n e Time Set up
● Create metastore
● Identity federation
● Join workspaces

2



©2024 Databricks Inc. — All rights reserved

UC Object Model

C r e a t e U C O b j e c t s
● Storage Credentials
● Exeral locations
● Catalogs
● Set Owners
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Create UC Objects (Storage Credential, External Locations)

C r e a t e U C O b j e c t s
● Storage Credentials
● External locations
● Catalogs
● Set Owners

3
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Managed Location for Catalogs- Storage based data 
isolation 

Must choose from previously 
configured External Locations Optionally include s ub folder/path
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Catalog-Workspace binding – env based data isolation
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Assign group, user & service principal permissions - 
User based isolation
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Unity Catalog Onboarding Automation Flow
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7

Migrate Legacy Metadata

Migrate Le gac y  
Metadata
● SYNC external 

tables/schemas
● Migrate managed 

tables, files

4



©2024 Databricks Inc. — All rights reserved

Data Governance & 
Security
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Main Challenges:

● Metastores tied to 
clusters, not users.

● Clusters need to have read
a ccess to the storage
credentials

● Mounts are difficult to 
manage and tend to 
overprovision a ccess

Workspace

Hive metastore table access control ( legacy)

User / 
Workflow Cluster

Cloud Storage

External 
container / bucket

Workspace root 
container / bucket (DBFS)/user/hive/warehouse

Credentials

Hive Metastore 
(HMS)

Schema/Database 
LOCATION = ext.loc.

Schema/Database 
(default location)

/user/hive/warehouse
1

3Secret 
Management 2

Confidential and Proprietary

Enable Table 
Access Control
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Legacy data access VS  Three level  namespace

Tables

Foreign 
Schema

Without UC: SELECT * FROM hive_metastore.default.customers;

Foreign 
Table

Unity Catalog

Foreign* 
Catalog

Schema A

External
Volumes Views Models/ 

Functions

Catalog 1

With UC: SELECT * FROM dev.iot.sensor_bronze; --<catalog>.<database>.<table>

1

2

3

default 
(database)

customers 
(table)

hive_metastore 
(legacy)

Local hive metastore is 
displayed for convenience
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User
Cluster or SQL 

endpoint

1 Send query (SQL 
Python, R, Scala,)

Send result8

Cloud 
Storage

(S3, ADLS)

Hive 
Metastore

return path to the table 
(s3:/, abfss://, gs://)4

Lookup location3

Read data with Service Principal, 
Passthrough, Instance Profile5

Return data6

Table 
ACLs

Check grants2

Filter
7 unauth. 

data

IAM role credential passthrough (Legacy)

1. Create & manage instance profi les

2. Connection to S3 is  not  short- l ived.

3. Every c luster  needs setup with configs  and instance profi le

4. Create mounts for cloud locations

5.  Risk of over provisioning

Difficult to administer; overprovisioned access

Need to configure spark.conf
properties/instance profiles on
clusters, configure table ACLs
on each workspace, mounts are
inflexible…
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User

Life of a query with Unity Catalog

Cloud 
Storage

(S3, ADLS)

Audit log

Write 
audit log

Admin

1 Send query (SQL 
Python, R, Scala,)

Create a c c e s s tokens using
IAM Role / Managed Identity

metadata and grants2

3

Return list of paths/data files
and scoped down temporary
tokens

4

Use token to read/write data 
from paths/data files5

Return data6

Send result8 Cluster or SQL 
warehouse

Enforce 
policies7

Unity 
Catalog

1. No longer any need for Instance Profiles, Mounts, Secret Scopes, Spark.conf settings

2. No cluster level configs required.

3. Storage cred, External locations configured only once and can be used from any workspace

4. Data a c c e s s for authorized users/service principals is via down scoped, short- lived, OAuth
tokens
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Secure access to Data Lake 
& On-prem Data
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Pre-UC:MULTIPLE ACCESS PATTERNS

Access Cloud Storage
(no access to on-prem)

OnPrem Storage + Cloud Storage

SAT-NG Client ID/Scope

SAT JWT Token

Notebook 
Code

Access key +
Secret Key

SAT-NG

Custom Broker S3

Client ID/Scope

SAT JWT Token

OnPrem

Session Token

Session Token

S3 policy

Privacera Custom Broker

Databricks non-UC Cluster 
with Privacera plugin

Databricks non-UC Cluster
without Privacera plugin

Pre-UC:MULTIPLE ACCESS PATTERNS

Plugin installed on 
the cluster*

Jar installed on 
the cluster*

1. Involves SAT portal that generates the JWT token
2. Authentication via JWT Token. No user level Identity
3. Any user with the token can access the data
4. Privacera needs to be installed on the cluster
5. User can’t access minIO and non-DX S3 buckets

1. Doesn’t integrate with Privacera
2. Involves SAT portal that generates the JWT token
3. Authentication via JWT Token. No user level Identity
4. Any user with the token can access the data
5. Custom Broker Jar needs to be installed on the cluster
6. No fine-grained access
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Notebook 
Code

OnPrem

Session Token
Token

Databricks UC Cluster
without Privacera plugin

Access S3 bucket + OnPrem Storage

No installations needed 
on the cluster*

Highlights:
• User’s own identity will be used for data access. 

Hence, Governance can be managed without JWT 
tokens and clientID

• Integrates with Privacera and at the same time lets 
users access On-prem and non-DX S3 buckets

• No installations needed on the cluster

Post UC - SINGLE ACCESS PATTERN
Privacera + Unity Catalog

Unity Catalog
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User Cluster or 
SQL warehouse

Cloud Storage
(S3)

Managed 
container / bucket

External 
container / bucket

External container
/ bucket

…

Audit log
External Locations &
Storage Credentials

Access Control

Files in 
Cloud Strg

External 
tables

Managed 
tables

Managed 
Data Sources

External 
Locations

Unity 
Catalog

Managed Data S o u r c e s & External Locat ions
Simplify data a c c e s s management a c r o s s c louds

Access Control

External Locations & 
Storage Credentials

AWS: Instance Profiles, Mounts
Azure: Secret Scopes, Key Vaults, Key
Rotation, Spark.conf settings, Mounts,
Credential Passthrough

dbutils.fs, 
spark.read, ...
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Characteristic Managed Unmanaged (a.k.a. “External”)

Table’s Type Property Value “MANAGED” “EXTERNAL”

DROP Table Behavior Deletes the associated data
● Generally what business analysts (SQL users) 

expect

Only deletes metadata. Does not delete the underlying S3 
data.

● May be helpful in certain use cases

Create Table Syntax CREATE TABLE [<catalog>.][<schema>.]<table> (

<column_specification>;

CREATE TABLE [<catalog>.][<schema>.]<table> (

<column_specification>

LOCATION ‘abfss:/cont@stacct.dfs.core.windows.net' ;

Data File Location Whichever is found first:
● Location specified for the database (if specified)
● Location specified for the catalog (if specified)
● Metastore default managed storage location

The path specified by the LOCATION keyword in your 
create table statement

Performance Optimizations Auto Tune (In Preview) Manually managed by the customer

Data Format Support DELTA DELTA, CSV, JSON, AVRO, PARQUET, ORC, TEXT

Comparison of Managed and External U C Tables
Consider the benefits of Managed tables
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Data Management & 
Observability



©2024 Databricks Inc. — All rights reserved

Unity Catalog Governance Portal
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Unity Catalog Governance Portal
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AI  for Governance
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Unity Catalog Governance Portal
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Lakehouse Monitoring Dashboard
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Lakehouse Monitoring Dashboard
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Data Explorer Dashboard
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Data Lineage Dashboard
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Data Lineage Dashboard
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Data Audit : Systems Catalog
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Audit and Billing Monitoring Using System Catalog
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Billing Usage Sample View, Queries
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Cost Governance Dashboard
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Open data sharing between teams and collaboration

● Securely share live data across cloud regions, and data platforms and eliminate vendor lock-in

● Reduce operational overhead of maintaining multiple copies of data for different recipients

● Centrally manage, monitor usage and audit access  to shared data with ease

Delta Sharing Protocol

No replication
Easy to manage

Secure
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Types of delta sharing
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Questions
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Simple Prod/Non-Prod As Necessary

External Location Patterns
Comcast governance requirements drive the pattern

External 
Location

Storage 
Account

Storage 
Credential
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Permissions Example – Prod/Dev Catalogs

USE CATALOG 
CREATE SCHEMA

USE SCHEMA 
MODIFY SCHEMA

SELECT 
MODIFY

Developers need Unity Catalog permissions on External Locations to read non-UC files and create external tables

READ FILES

CREATE
EXTERNAL

TABLE

Read / 
Write

USE CATALOG 
USE SCHEMA 

SELECT

Storage Blob Data 
Contributor Role
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UC Metastore

External 
Locations

Workspace

Data A c c ess Model with Unity Catalog

User / 
Workflow Cluster or 

SQL endpoint

External 
container / bucket

External 
container / bucket

External 
tables

Catalog (e.g. env, etc.)

Schema/Database

Managed 
tables

Unity Catalog

Cloud Storage
Metastore: managed 

container / bucket

Container: managed 
container / bucket

Schema: managed 
container / bucket

Storage 
Credentials

Hive Metastore 
(HMS)

Schema/Database 
LOCATION = ext.loc.

Schema/Database 
(default location)

/user/hive/warehouse

token

token

1

2
3

4

Volume

Files (Cloud 
Storage)

Data acces s is via short-lived, 
down-s coped tokens

Confidential and Proprietary

Users don’t need 
permissions on cloud 

storage
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Workspace

Cluster or 
SQL endpoint

Credentials

UC Metastore

External 
Locations

Data A c c e s s Model combining both approaches

User / 
Workflow

External 
container / bucket

External 
container / bucket

External 
tables

Catalog (e.g. env, etc.)

Schema/Database

Managed 
tables

Unity Catalog

Cloud Storage
Metastore: managed 

container / bucket

Container: managed 
container / bucket

Schema: managed 
container / bucket

Storage 
Credentials

Hive Metastore 
(HMS)

Schema/Database 
LOCATION = ext.loc.

Schema/Database 
(default location)

/user/hive/warehouse

token

token

1

2
3

4

Volume

Files (Cloud 
Storage)

External 
container / bucket

Workspace root 
container / bucket (DBFS)/user/hive/warehouse

1

3Secret 
Management 2

(e.g. for migrations)

Confidential and Proprietary
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Advanced Use Cases
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UC Machine Leaning Model 
for Customer Churn
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• End-to-end visibility into how data flows 
in my org with automated data lineage 
down to column level

• View lineage across tables, 
columns, notebooks, workflows, 
dashboards

• Captured in real time across 
all workloads in SQL, Python, Scala, and 
R

• Integration with enterprise catalogs

Data observability and quality with Lineage
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Billing Usage Sample View, Queries
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Map, secure and audit data across clouds

● Catalog all data, analytics and AI assets and create
a unified view of team's entire data estate

● Centrally manage access permissions and audit 
controls for files, tables across all workspaces and 
workloads using a familiar interface based on ANSI 
SQL
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S o f t w a r e  D e v e l o p m e n t  L i f e c y c l e  s e t u p  with U C

Users

TEST
Workspace

PRD
Workspace

Workload Workload

PRD
Catalog

TEST
Catalog

read via
<PA> token

PRD data
Grant a ccess  to <PA>

TEST data
Grant a ccess  to <TS>

SPs 

Users

read/write via
<TS> token

Grant <UG> full 
a ccess  to tables 
on TEST data

grant <UG>
read-only a ccess  to tables 
on PRD data

metadata 
access

DEV
Catalog

DEV
Workspace

Workload

metadata 
access

<DA> DEV System Account for UC
<TS> TEST System Account for UC
<PA> PROD System Account for UC
<JA> System Account to execute jobs in PRD
<UG>User Group working in DEV, TEST and Prod

read/write via
<DA> token

Grant <UG> full 
a ccess  to tables 
on DEV data

DEV data
Grant a ccess  to <DA>

assignassign

Unity Catalog 
Metastore

Data Lake

Users

metadata 
access

assign
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Lakehouse Platform

Data 
Warehousing

Data 
Engineering

Data 
Streaming

Data Science 
and ML

Cloud Data Lake
All structured and unstructured data

Databricks Unity Catalog
Unified governance for data, analytics and AI

Unity Catalog
Fine-grained governance for data and AI

Delta Lake
Data reliability and performance

● Centralized governance for data and AI
● Enhanced auditing and data sharing

● Built-in data search and discovery

● Performance and scale

● Automated lineage for all workloads

● Simplified administration

● Centralized Identity and access management
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