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What’s in my Lakehouse?



What’s in my Lakehouse?

How many columns contain emails?

Do I have any record for email 
“erni@databricks.com”?

Is there any SSN number?

Find all records with SSN number 
“123-45-6789” (GDPR compliance)



Unity Catalog

Why is it difficult?

Content

Metadata

Content

Metadata

Content

Metadata

. . . . Hundreds of tables . . . .
(with hundreds of schemas)

Missing 
semantic 

information



Scan & 
classify

Unity Catalog

How can DiscoverX help?

Content

Metadata

Content

Metadata

Content

Metadata

. . . . Hundreds of tables . . . .

Cross-table 
query

Content discovery GDPR, Cyber and more 
use cases



How does it work?



What does it scan for?

Content

Metadata

● Email address
● IPv4, IPv6, MAC address
● Phone numbers
● SSN
● Credit card number
● Zip code
● URL
● …
● Anything that can be 

identified by a REGEX



How does it scan?

Content

Metadata
For each string column, count 
the matching frequency of:

● Email address
● IPv4, IPv6, MAC address
● Phone numbers
● SSN
● Credit card number
● Zip code
● URL
● …
● Any custom defined REGEX

Sample rows 
[10k by default]



Scan example



Custom scan rules
Search for specific content

Is there any column 
containing the words 
“confidential” or 
“restricted”?

Regex expression

In-line unit tests

Table name filter Apply only one rule



Unity Catalog

Ok, we scanned… 
And now what?

sender [email]
IP [IPv4]

account [user_id]

Metadata

from [email]
to [email]
IP [IPv4]

user [user_id]

Metadata

notify_to [email]

Metadata

. . . . Hundreds of tables . . . .

Query by class rather than 
column name

[email]



Discover
GDPR right of access



Delete
GDPR right to be forgotten

Requires a vacuum 
to be run after 
deletion to 
permanently delete



A more advanced common Use Case
Cyber Security

Have we seen IP 
address 1.2.3.4 
anywhere before? 
Where and when?

Log-data Sources

Host:xxx.com, 
ip:0.0.0.0, …
Host: yyy.com,
Ip: 1.2.3.4

Host:aaa.com, 
ip:0.1.0.0, …
Host: yyy.com,
Ip: 1.2.3.4

Lakehouse

ETL

● Select all [ip_v4] and 
[iso_date] from all tables

● Group by table, column, 
[ip_v4], [iso_date]

● count

table column ip_v4 iso_date count

a source 1.0.0.1 2023-07-27 150

a dest 1.2.3.4 2023-07-27 6

b ip 4.4.4.4 2023-07-27 32
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How can I get it



DiscoverX by Databricks Labs
Open Source

• DiscoverX is open source and 
provided through Databricks Labs

• Available on PyPi
• pip install dbl-discoverx

• Code on Github
• Provide feedback via Github 

issues

https://www.databricks.com/learn/labs
https://github.com/databricks/discoverx


Requirements and limitations

Requirements

• Databricks with Unity Catalog

Limitations

• Available through Databricks Labs (best-effort support)

• It only works with string type columns (Complex types coming soon)



Roadmap

Features coming soon

• Integration with new upcoming Databricks features in Unity 
Catalog and Data Monitoring

• Talk: Learn What's New in Data Science and Machine Learning
Wednesday, June 28 @4:30 PM

• Scanning of complex types (struct, map, arrays)
• Column-name rules
• AI-based rules

Please provide your feedback and suggestions via Github issues.

https://github.com/databrickslabs/discoverx/issues



