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Background Context

• Workday Prism Analytics uses Spark for data processing on customer 
data for Finance and HR use cases.

• Spark UI/logs are useful for debugging, but we can't show it as-is 
because of schema information leakage.

3



Goals

• Obfuscate column names on the UI and in logs [SPARK-37610] to be able 
to share anonymized spark plans while debugging.

• Add custom log4j appender to control which third party library log 
messages are and aren’t obfuscated.
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Obfuscating Column Names

• Implemented via adding ObfuscatedString method in classes such as 
Treenode.Scala to hash column names.

• Obfuscate other fields such as Alias names, expressions, and string 
constants

• Added a config to use ObfuscatedString method when showing 
information on the UI and logs.
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Obfuscating the logging from 3rd party 
libraries

• Use a custom log4j appender by adding an ObfuscatingAppender class 
and a configuration file for whitelisting log lines from external 3rd party 
jars.

• This uses a list of rules based on class name, package name, log message 
regexes to decide whether to obfuscate third party libraries or not.
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Results
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Summary

• Obfuscating column names along with adding custom log4j appender
helped us to protect customer’s data from leaking in the spark logs and 
on the UI.

• Alleviates some privacy concerns when sharing Spark plans which can 
occur when debugging production use cases.
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