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~64 Countries

40m Customers

226k+ Employees

~1.3m Assets

4 Main Cloud 
Providers

HSBC is a multinational 
investment and financial 

services company.
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$401m
Mega Breach Cost

$4.24m 
Average Breach Cost
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The scale of cybersecurity at HSBC

1,880+ Global cybersecurity team members 

16 countries and territories with dedicated cybersecurity 
centers 

200+ Global organisations receive intelligence feeds 
from HSBC 

75+ Global cybersecurity education events held for 
employees each year



Using advanced 
algorithms on 
massive, complex 
data sets to derive 
actionable insights 
at pace …
             … for cyber

Complex Processing
Machine learning

Advanced algorithms

Anomaly and trend detection

Advanced
Data

Analytics Scale and Pace
Very large volumes of data, 

beyond what can be 
processed by desktop tools

Answers available in 
seconds, not days

Automation

Complex Data

Multiple sources of 
interrelated data

Complex data formats

Deep insight required into 
data

What do we mean by 
Advanced Data Analytics?

4



Senior Resident Solutions Architect
Databricks

In his over 15 years of career, Serge has 
been dealing with data solutions, 
cybersecurity, and heterogeneous system 
integration. His track record got novel ideas 
from whiteboard to operating them in 
production for years, like large-scale 
malware forensic analysis for the 
cyber-threat intelligence, or real-time data 
science platform as the basis for anomaly 
detection and decision support systems for 
an industry-leading payments service 
provider.

Lead Cybersecurity Engineer
Cybersecurity Sciences & Analytics
HSBC 

Abigail Shriver, Lead Cyber Security 
Engineer at HSBC’s Cybersecurity Sciences 
and Analytics division, develops in-house 
data-driven endpoint, cloud, & network 
security analytics. Previously, she 
developed the largest centralized data lake 
within Capital One and leveraged the PBs of 
data within the lake to identify anomalies & 
remediate vulnerabilities. She attended The 
George Washington University studying CS 
and IA concentrating in Cyber Security & 
Security Policy.

Principal Software Engineer 
Cybersecurity Sciences & Analytics
HSBC 

Jude Ken-Kwofie is a Principal Software 
Engineer at HSBC. He has over 15 years of 
experience across engineering, data 
systems, and security. He is the author of 
several telecom battery standards and led 
projects for large-scale financial services 
and adtech data solutions. At HSBC, Jude’s 
role is to help engineer next-gen Cybersec 
analytic capabilities. When not working, 
Jude is busy with his Business PhD 
researching alternative small business 
financing and decision support systems.

Serge SmertinAbigail Shriver

Introductions

Jude Ken-Kwofie
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1. Intro
2. Traditional SIEMs for Cyber
3. Migration in Practice
4. Business Outcomes
5. Search Processing Language Transpiler
6. Questions



Traditional SIEMs 
for Cyber

7

Jude Ken-Kwofie
Principal Engineer 

HSBC Cybersecurity Sciences & Analytics



100-200 TB/day 
x 13 months = 38-79 PB

Everything is an asset
Storing 10x the contents of every book in the 
US Library of Congress, every day

Cybersecurity is a massive big data problem
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Traditional Security Information and Event 
Management (SIEM)

Cyber Analysts prefer SIEMs and Search Processing Languages 

SIEM Cybersec Analysis
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search and filter 

munge

report

cleanupCybersec Analysts / 
Threat Hunter

SIEM

index=*dns*
|sourcetype=*cloud*
|stats sum(bytes_out) 
|rename sum(bytes_out) AS “Total Bytes”
|table domain_name ….



• SIEMs struggle with processing 
large data volumes, >30 TB/day

• Cybersecurity Data Volumes > 
100-200 TB / day

• $$$$
• Joins and Aggregations

• HSBC Cyber Lakehouse SIEM 
developed to:
• Overcome challenges
• Empower Cyber analysts and 

Threat Hunters

Traditional SIEMs Engineered for Processing Recent Data
Traditional SIEM Processing > 100TB+ / day is Challenging
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Lift-n-Shift is Challenging

SIEM ETLs

search processing 
languages commands

>30 TB / day



So much data – so hard to get insight

Patching

Etc
EDR

AV

Proxy IDS Firewall Code
Scans

EmailDLP

Etc
EDR

AV

Intel

…. Vuln

CMDBInventories

Endpoint 
Agents

Network

SIEMAV
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IAM



Lift-n-Shift Threat Detections to PySpark
Benefits of Approach

• Process > 100TB / Day
• Empower SIEM economically
• Use advanced analytics & ML
• Near real-time detections
• Extensible
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index=*dns*
|sourcetype=*cloud*
|stats sum(bytes_out) 
|rename sum(bytes_out) AS “Total Bytes”
|table domain_name ….

Search & Processing 
Language Analytic

Migration via Transpiler



Transpiling Search Processing Language Code
Example 
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How it went
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Abigail Shriver
Lead Cybersecurity Engineer 

HSBC Cybersecurity Sciences & Analytics

Migration in 
practice
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Support Several Functions/Commands



❏ Built using maven (3.6.x)

❏ mvn -DskipTests - Plocal package

❏ A (fat) jar will be created containing the 

code & all the dependencies required 

❏ Created by default in target folder in the 

root directory of the repository 
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How to Build the Transpiler? 
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Attach to a Databricks Cluster
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Cybersecurity Lakehouse Overview
Endpoint Custom Detections

- 100s of queries to migrate over to 
PySpark on Databricks

- Endpoint detection data is already 
ingested into the cybersecurity lakehouse 
and registered in the metastore
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Search Processing Language to PySpark

TRANSPILER
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Data in Search Processing Platform != 
Format in Databricks 
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Data in Search Processing Platform != 
Format in Databricks 

To get a 1:1 transformation it implies 
every column/field in the Search 
Processing Platform is in a single row 
in a Databricks record
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How to Inject the Enrichment Logic
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How to Inject the Enrichment Logic



Why it matters
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Abigail Shriver
Lead Cybersecurity Engineer 

HSBC Cybersecurity Sciences & Analytics

Business 
Outcomes
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Execution Pass parameters through 
notebooks 

Automation at Scale

Scheduled or executed 
one time 



ComputeData Storage

Savings

Time and Resources
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Historical and Scalable Metrics

27



Incident Response

28



29

Learning is Good 

Onboarding and usabilityEducational



Anatomy of a 
translating 
compiler
… or how to use debugger 
all the time.
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Serge Smertin
Senior Resident Solutions Architect 

Databricks





Apache Spark query execution recap
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code IN(4*, 5*)
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code IN(4*, 5*)
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code IN(4*, 5*)
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SearchCommand(
 FieldIn("code", Seq(
   Wildcard("4*"),
   Wildcard("5*")
 )))
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SearchCommand(
 FieldIn("code", Seq(
   Wildcard("4*"),
   Wildcard("5*")
 )))

Or(
  Like(UnresolvedAttribute("code"), 
    Literal.create("4%"), '\\'),
  Like(UnresolvedAttribute("code"), 
    Literal.create("5%"), '\\'))
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SearchCommand(
 FieldIn("code", Seq(
   Wildcard("4*"),
   Wildcard("5*")
 )))

Or(
  Like(UnresolvedAttribute("code"), 
    Literal.create("4%"), '\\'),
  Like(UnresolvedAttribute("code"), 
    Literal.create("5%"), '\\'))

private def expression(ctx: LogicalContext, expr: ast.Expr): Expression = expr match {
 case ast.FieldIn(field, exprs) if exprs.exists(_.isInstanceOf[ast.Wildcard]) =>
   val expand = (expr: ast.Expr) => ast.Binary(ast.Field(field), ast.Equals, expr)
   expression(ctx, exprs.tail.foldLeft(expand(exprs.head)) {
     (left, right) => ast.Binary(left, ast.Or, expand(right))
   })
 case ast.FieldIn(field, exprs) =>
   In(UnresolvedAttribute(field), exprs.map(expression(ctx, _)))
 case ast.Binary(left, ast.Equals, ast.Wildcard(pattern)) =>
   like(ctx, left, pattern)
 case ast.Binary(left, symbol, right) => symbol match {
   case ast.Or => Or(attrOrExpr(ctx, left), attrOrExpr(ctx, right))
   // ...
 }
 // ...
}
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SearchCommand(
 FieldIn("code", Seq(
   Wildcard("4*"),
   Wildcard("5*")
 )))

Or(
  Like(UnresolvedAttribute("code"), 
    Literal.create("4%"), '\\'),
  Like(UnresolvedAttribute("code"), 
    Literal.create("5%"), '\\'))

display(spark.table('main')
.where((F.col('code').like('4%') |
        F.col('code').like('5%'))))
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SearchCommand(
 FieldIn("code", Seq(
   Wildcard("4*"),
   Wildcard("5*")
 )))

Or(
  Like(UnresolvedAttribute("code"), 
    Literal.create("4%"), '\\'),
  Like(UnresolvedAttribute("code"), 
    Literal.create("5%"), '\\'))

display(spark.table('main')
.where((F.col('code').like('4%') |
        F.col('code').like('5%'))))

case relation: UnresolvedRelation =>
 s"spark.table(${q(relation.name)})"

private def unfoldWheres(expr: Expression): String = expr match {
 case And(left, right) => s"${unfoldWheres(left)}\n${unfoldWheres(right)}"
 case _ => s".where(${expressionCode(expr)})"
}

private def expressionCode(expr: Expression): String = expr match {
 case b: BinaryOperator =>
  val symbol = jvmToPythonOverrides.getOrElse(b.symbol, b.symbol)
  s"(${expressionCode(b.left)} $symbol ${expressionCode(b.right)})"

 case attr: UnresolvedAttribute =>
   s"F.col(${q(attr.name)})"
 case Like(col, Literal(value, _ @ StringType), _) =>
   s"${expressionCode(col)}.like('$value')"
 case _ =>
   s"F.expr(${q(expr.sql)})"
}



Serge SmertinAbigail Shriver

Thank you

Jude Ken-Kwofie
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Lead Cybersecurity Engineer, 
Cybersecurity Sciences & 
Analytics
HSBC

abigail.shriver@us.hsbc.com

Principal Software Engineer, 
Cybersecurity Sciences & 
Analytics
HSBC

jude.ken-kwofie@us.hsbc.com

Senior Resident Solutions 
Architect
Databricks

serge.smertin@databricks.com

cybersecurity@hsbc.com
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https://databricks.com/customers/hsbc

Thank you
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https://databricks.com/customers/hsbc

