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Product Safe Harbor Statement

This information is provided to outline Databricks’ general product 
direction and is for informational purposes only. Customers who 
purchase Databricks services should make their purchase 
decisions relying solely upon services, features, and functions that 
are currently available. Unreleased features or functionality 
described in forward-looking statements are subject to change at 
Databricks discretion and may not be delivered as planned or at all.
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Session objectives
Managing Databricks at scale as your DB usage deepens

1. Reference architectures to organize Databricks 

2. Case Study—Databricks adventures in the real world 

3. New product updates and evolved best practices with a demo
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Practitioners in the organization have to wait for admins to configure the 
environment just right, before they can get access.
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Setting up & Managing Databricks

1. Roles and responsibilities

2. Patterns for organizing workspaces

3. Scope of management



Roles and Responsibilities

Data scientistsDatabricks admin

Security & 
compliance

Data engineersTeam admin Data admin

Cloud Ops
Admin

Identity
Admins

Billing & 
procurement 

Analyst

Core personas

Stakeholder personas



Centralized set up
O

rg
an

iz
at

io
n

Bu
si

ne
ss

 L
in

e 
1

Bu
si

ne
ss

 L
in

e 
2

Team 1

Team 2

Team 3

Workspace—Dev
Users Clusters
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Decentralized set up (multi-geo/multi-team)

Management boundary = BU/Geo

Team admin
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Workspace Team—1 (dev)
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Best practices: scaling administration

10

Set up Central Data 
platform team

Onboards teams

Ongoing governance

Invest in automation

Workspaces

Pipelines

SPN or Service Accounts

Account Console

Manage centrally 

SCIM provisioning

SSO

Audit and billing 

Enable features

Cost management

Resource tags

Cluster policies

Networking & security

Ent or Prem SKU

BYOVPC and private link

Limit # of Workspaces

Strict network/data isolation

Data products in separate regions

Account/workspace limits



Case Study:
Databricks 
deployment





Data users 

Data Engineers
(also Data Platform Admins)

Data ScientistsInsights Analysts

Customer Support

Product ManagersSoftware Engineers

Product domain teams Exec Team

Centralised data teams



Workspace architecture

 

Prod workspace
(client B)

 

Dev workspace QA workspace Prod workspace
(client A)

Exploration workspace



Prod workspace
(client B)

Identity management

Dev workspace

Exploration workspace

QA workspace Prod workspace
(client A)

Azure AD

SCIM 
provisioning



An alternative approach

Pros:

Everything in one place helps with 
monitoring/visibility

Simpler admin e.g. only have to configure 
SSO/SCIM provisioning once

Cons:

Don’t have the same level of
data isolation

Can only configure a single region
per workspace 

Single workspace

Jobs

Dev 
jobs

QA
jobs

Prod 
jobs

Dev 
data

QA 
data

Prod 
data

Exploration

Using a single workspace



Terraform

Almost everything fully automated
via terraform, including:

• Workspace creation

• Cluster & SQL endpoint creation

• Workspace permissions

• Unity catalog (including data grants)

Manually administered:

• SSO and SCIM provisioning

• Workspace settings

Automated administration



Terraform provider is worth its weight in gold

…But not everything is supported and we have to revert to 
manual administration  (e.g. workspace settings)

SCIM provisioning and SSO make it really easy to onboard 
new users/groups

… but it’s a pain to set up with multiple workspaces

Lessons learned



New Product 
Updates



New product updates
Manage Databricks easily at scale 

1. Easy administration
Revamped Account Console

Identity Federation

2. Easy manageability 
Single Cross-workspace metastore 

Faster onboarding of new teams

Demo to view these in action & Updated Best Practices



Account Console

Account-Level Identities

Workspace Workspace Workspace

Account Console

Billing and usage

Administrators

Users and 
Service Principals

UC Metastore

Single pane of glass to administer workspaces

Coming Soon : Account Console
(Some settings - Still In Development)

Centralized Billing
Information

Cross-workspace Unity
Catalog metastore 

IP Allow Lists 



Identity Federation 

Identity Federation 
refers to assigning 
account-level users, 
service principals, 
and groups from 
the account to 
workspaces 

Account level users and groups usable in workspaces

Coming Soon : Identity Federation
(In Preview now)



Workspace Users + 
Service Principals 

Workspace local 
Groups

 Workspace 1 Workspace 3

Workspace Users+
Service Principals 

Workspace local 
Groups

Identity sync is reconfigured repeatedly 
from an Identity Provider for workspaces

Workspace 
SCIM APIs

Workspace 2

Workspace Users + 
Service Principals 

Workspace local 
Groups

Existing model: WS identities 
(Generally available)



Account Groups

Account users +
service principles

Account
Groups

Non-ID Fed workspace ID Fed workspace

Account users +
service principles

Workspace local 
Groups

Identity sync is configured once from an 
Identity Provider 

Account
SCIM APIs

ID Fed workspace with existing groups

Account users +
service principles

Workspace
 local Groups

Coming Soon : Identity Federation
(In Preview now)

Account
Groups

Account console

Account users +
service principles

Account
Groups



Identity Federation 

Sharing account-level objects
Users can search/resolve all account users, service principals, 
and groups (even when not assigned to the workspace) 

Sharing workspace-level objects
Users can search/resolve only the account users, service principals, 
and groups that have been explicitly assigned to the workspace.

Coming Soon : Identity Federation
(In Preview now)

Account level users and groups usable in workspaces



Best Practices with account level identities
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Use a scoped SCIM token to set up sync from IdP to account level.

Watch audit logs for SCIM or SSO configuration issues. 

Sync all users & relevant groups to account, subject to scale limits.

Configure an IdP at the account console, similar to workspaces.

MFA for end-users—Configure at your Identity Provider.

Trust your admins—Account and Workspace admins.



Simplifying config management

Workspace

Setting 4: C
Setting 5: E

Workspace

Setting 1: X; Setting 3: A
Setting 2: Y; Setting 4:B 

Workspace

Setting 1: X; Setting 3: A
Setting 2: Y; Setting 4:B 

Cascade
(Enforced)

Cascade
(Allow 
Overwrite)

Settings management

Setting 1: X; Setting 3:A
Setting 2: Y; Setting 4:B

Setting 4: C
Setting 5: D

Account console
Central management of all available 
settings at the Account layer

Set defaults once, apply everywhere

Enforce defaults or delegate control

At-scale management

Automatable & auditable

Constraints are correctly and 
consistently applied

Coming Soon : Simplified settings
(In Preview now)

Manage and govern settings easily from a single interface



Demo



https://docs.google.com/file/d/1OvY-kCz0T_lKMDZ1HH-wTBPzQFJJ5EaH/preview


(Revamped!) Account console
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Team 1

Network & 
Security

Easier

Visible

Less
Error-prone

More 
Controls

Easier

Less 
Error-prone

Easier, more visible &
less error-prone

(New!) Faster onboarding 

Admins

Team 2

Team 3
Compliance

Admin 
Settings

Cost 
Control

Provision 
Users & 
Groups 

Environment

Data Lakehouse 
Access 
Control
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Session takeaways

Establish identity at the account level, and sync all users and groups

• This is the foundation of the lakehouse; users and data in one place

• Sharing data assets within the organization becomes easy

Establish UC at the account level; this allows you to leverage the identities

• UC policies will cascade across workspaces, as well as across clouds

• Centralized identity powers UC

Centralized settings are key for simplicity, security and scale

• Cascading settings from the account console enables you to scale

• Workspaces will inherit identities & settings for easy expansion
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